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Risk assessment and management in different
applications
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Knowledge about the «World»

Concepts, theories, frameworks, approaches, principles and methods
(o]
understanding, assessing, managing and communicating risk,
vulnerability and uncertainties

Foundational issues in
risk assessment and risk management
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http://www.sciencedirect.com/science/journal/09257535

1980-90s

Thompson KM, Deisler Jr. PH, Schwing RC. Interdisciplinary vision: The
first 25 years of the Society for Risk Analysis (SRA), 1980-2005. Risk
Analysis, 2005; 25:1333-1386.

Nuclear risk community

ENTHUSI A SM

Enjoy life with enthusiasm.




Where iIs this enthusiasm now?

« Have we solved the fundamental problems
of risk assessment and risk management ?

» Have these fields now a strong foundation?

No, No, No




Risk assessment
and
risk management

Shaky = Foundation

Concepts, principles




22. Juli-kommisjonen:

* RiIsk = expected loss?



STAVARGER AFTENRI AD - MANDGG 20 AVGUST 201 L4

KOMMENTAR

Heglertars spdr sn eventyrllg vekst | Horge.
THor W ogonttlp mae od?

22. |ull-kommlsjonens rapport Myndlghetenes rolle

Stavanger
Aftenblad
20 august

Dot kan R DIl nok Deedde o st i sicherhets-
BN arbeddat fer #t poet sikikarheindopartement ar pd

1ogeti Stavanger 25, Rii ETIOR. FOT0L ANDERS MNGE

Fares den rédende risikotenkning videre i vart samfunn, gambler vi hayt, og vi bruker
vare ressurser pa en lite effektiv mate,

Risikotenkningen er sveert foreldet

S4 har rapporten fra 22 Juli kom-

misjonen endellg kommet. Jeg har | 3
atudect den oed utgangpumkt 1 -

; di——_R : g beskrive risiko Wkke evner 3 (3
¢ frem pd &n god méte b 20m éc de
! storte of vikHgste truslene og fa-

tlvér kunnskap. Detta usikkechets-
2spektet er Dekee lett A tallfeste, like
desto mindre ey det en viktig side

Politiets St&ker'hets(lemste
(PST) bruker ikke 7 tallfests sunu-
synlighet 1 deres Lbrusselvurderin-

hwordan den ser pd de owerorinede : reme, Hyvorvidt en bredere oy mer  ved rislkoen, Den rédende tenk-  ger. Betraktninger glores av mulige
aperemd) knyrtet til bvordan visty- : moderne tlinmrming th risiko g ning svikter ogsh her. Beshutmings:  ongripers intensjon og kapasitet,
rer o ber styre ristko 1 vart sam- wsikkerhet hndde kunnet hindret takemne blir ikke informert pd en  men ogsd her mangler fenkaingen
funn. Vi er alis opptatt 8v selve hen- : 22, jull-hendelsens kan i kke vite, god nok todte hvls ikkedette aspek.  en skikkelig forstéelse av lunn-

delsén 212 juli og hvordan den He . ot én ting er tikkert: fares den - tet avrisike vies appmerksombet slmps o usikkerhetsdimensions
hdndtert, men med tanke pd frem- : . dende risliodenkndng videre 1 vért Kome cingine,

tiden, er det e gueruminede clsiko- * ssuminn gamblee vl Ayt og v bru-  hetsaspektet pd stde 70 1 rapporten, Nir vi nd skal vardere ansvar i
o¢ eamfunnseikkerhetsmessige | ker vAre ressurser pd en lite effek- nir de skriver «Nir det gielder e farbold 6l dee som hasr skjedd, ma
farhold acon ér av stprat hetywning. * tlv midte. BE stact antall Internasjo-  morangtep, ec det knyttet stor wafk-  vi ogsd tenke hva myndighetene

Rapporten pé defte crmrddet er

- nal= eksperter innen risikoanalyse

kerhet tll ristkoen», Men prable

hwr gort for 4 utvikle et hersikts

skuffende lesning Kommisjonens : harvopt et varsko i flere irmen lite  met er likke uslkkerher knyttet tll  messig tenkesert i furhokd til risko
tanker 1 fortvold til overordnet isi- : har skjedd, Endringsviljen har vert fomnhmms\wd;m (somermiten of somfumnssikleschet. Min dom
kotenkning of samfumssikkerhet : nde svak. Foehd lgviser Kai ]| vlsiko pd), er Kar. Myndighetene har sovet i
[ BRI i & S g X LY Y e P LA ) S L W A M Sl AP O ANl Yy = W Biais TIE. Fod Ass Cas' oo ma. s had




For some experts “risk” equals expected loss of life expectancy (HM Treasury 2005,
p. 33).

Traditionally, hazmat transport risk is defined as the expected undesirable
consequence of the shipment, i.e. the probability of a release incident multiplied by its
consequence (Verma and Verter 2007).

Risk is defined as the expected loss to a given element or a set of elements resulting
from the occurrence of a natural phenomenon of a given magnitude (Lirer et al.
2001).

Risk refers to the expected loss associated with an event. It is measured by
combining the magnitudes and probabilities of all of the possible negative
consequences of the event (Mandel 2007).

Terrorism risk (Willis 2007): The expected consequences of an existent threat, which
for a given target, attack mode, target vulnerability, and damage type, can be
expressed as the probability that an attack occurs multiplied by the expected
damage, given that an attack occurs.

Flood risk is defined as expected flood damage for a given time period (Floodcite
2006).
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Existing frameworks, principles and concepts
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Enjoy life with enthusiasm.

Revitalise the focus and enthusiasm for fundamental issues in the
risk field

How should we proceed?



Foundational issues In risk assessment
and risk management

Terje Aven, University of Stavanger, Norway

Enrico Zio, Ecole Centrale Paris and
Supelec, France, Politecnico di Milano, Italy

Ten scientific challenges/issues that
need further research



Issue 1

 Terminology and fundamental
principles



Issue 1

 Terminology and fundamental
principles

— Risk concept
— Precautionary principle



* Risk is a measure of the probability and severity of
adverse effects (owrance 1976)

* Risk is the combination of probability and extent of
CONSEQUENCES (seveso, Ale 2002).

* Risk is defined as the triplet (s,p,c), where s is the
scenario, p probability and ¢ consequence of the

ScenarIO (Kaplan and Garrick 1981)

A: Event, C: Consequences of A,

P: probability



E[C| A;]

O A, event

P(A)



Considerable risk aspects not
measured by these two

dimensions
 Strong deviation between E[C| A ] and C
given A

* poor understanding of the phenomena,
little data, assumptions represent strong
simplifications, experts disagree



Risk concept

« P(AJK;) =0.2 K, strong
« P(AIK,) =0.2 K, weak

* The background knowledge that the
probabilities are based on could be
completely different, but the numbers are

the same



Risk concept cont.

* A quantitative risk assessment, which
establish a risk description using
probabilities, will always be based on a
number of assumptions and these could

conceal Important aspects of uncertainty
and risk



John offers you a game:
throwing a die

. "1,2345: 6
. "6 24

What is your risk?



Risk
(C,P):
6 b5/6
o -24 1/6

Is based on an important
assumption — the die is fair



"‘Background knowledge”

Assumption 1: ...
Assumption 2: ...
Assumption 3: ...
Assumption 4: ...

Assumption 50: The platform jacket structure will withstand
a ship collision energy of 14 MJ
Assumption 51: There will be no hot work on the platform
Assumption 52: The work permit system is adhered to
Assumption 53: The reliability of the blowdown system is p
Assumption 54: There will be N crane lifts per year

Assumption 100: ...

Model: A very crude gas dispersion model is applied



Risk concept cont.

* There Is a need for seeing beyond the
probabilities — must better cover the

knowlede and lack of knowledge
dimension



* \We need a broader risk concept

 How should we reflect the uncertainties
not adequately reflected by the
probabilities ?



New Risk definition

A: Event, C: Consequences of A,

U: uncertainty



A broader risk concept

Risk description (C’, Q, K)

C’ = representations of C, for example the
number of fatalities

Q= measure of uncertainty, for example
probabillity ....

K= Background knowledge that Q Is based
on



More detailed model covering risk sources,
hazards/threats and exposure

. Barriers Hazard/ Bamers
Risk Consequences
threat/
source RS C
event A
System System
exposed exposed
to RS toA

U: Uncertainties (RS, A.C not known)

(RS".QK) (A" Q.K) (C'.QK)

RS’,A’, C: specific RS.A, C
Q: measure of uncertainty
K: background knowledge for Q




Issue 2

* The appropriate representation,
characterization, and interpretation of
uncertainty in a risk assessment context



* Q=P Is problematic as discussed above

 Alternative approaches for Q — a research
topic

* Quantitative methods (Imprecision

Intervals, possiblility theory, evidence
theory)

* Qualitative methods



Issue 3

 Risk management policies suitable for
situations with deep uncertainties

Deep Unknown
uncertainties unknowns

Black swans




Issue 3

 Risk management policies suitable for
situations with deep uncertainties

Deep Unknown

uncertainties unknowns

Black swans RiSk

assessment

Risk (A,C,U) (A.C, Q, K)



Threats

©OQ

Unknown
(A’, C’°, Q, K) unknowns
("black swans”)



Issue 4

» Critical infrastructures, complex
systems and systems of systems



Issue 5

* Probability and risk assessment in
security applications



PST

Low: The likelihood of a terrorist attack is low. One or more parties
may have the intention of, but are not thought to have the capacity
to strike at specific interests.

Moderate: The likelihnood of a terrorist attack is moderate. One or
more parties may have the intention of and capacity to strike at
specific interests.

High: The likelihood of a terrorist attack is significant. One or more
parties have the intention and capacity to strike at specific interests.
There is an unspecified threat.

Extreme: The likelihood of a terrorist strike is extremely high. One or
more parties have the intention to strike at specific interests. There
IS a specific threat. No further warnings are to be expected before a
strike is carried out.



One or more parties may
have the intention of and
capacity to strike at specific
Interests.

Concerns about unknown
unknowns. Strong
knowledge.



Issue 6

« Causality and risk analysis



Issue 7

 The separation between science and
value judgments



Analysis

Risk analysis
Cost-benefit analysis,
Risk acceptance criteria

Management

Management
review and
judgment

——  Decision

Risk-informed decision

making



Issue 8

« How and when to pay attention to some
risk events and situations and not to
others



Issue 9

» Socletal risk decision-making



Issue 10

e The science of risk assessment



Other I1ssues

How do domain science (psychology, technology, medicine, etc.) and risk analysis interact and
integrate — what is the interface and why is it that way?

How are risks treated in the political processes and discourses? What are the boundaries of the
decision-making and the political processes?

In intergenerational decision-making situations, what are the available frameworks and
perspectives to be taken? What are other options? When are different frameworks more
appropriate than others? How do we capture the key knowledge issues and uncertainties of the
present and future? What duty of care do we owe to future generations?

How can we clearly and unambiguously separate risk analysis (including uncertainty judgments)
and decision analysis (including value judgments)?

How can we extend decision theory to address practical risk management problems characterized
by group decision-making?

How can we develop an integrative framework for bridging analytical and cognitive approaches to
risk science?

In the understanding and developing of the theory of safety science, why do we have the safety
principles we have, and how do these principles relate to probabilistic risk assessment methods?

How can the cultural aspect of risk perception and risk management (not limited to safety culture)
be accounted for, in relation to nations, politics, and incentives?

How can we say how well we know risk? How can we define which is the proper level of risk
analysis, depending on the (qualitative and quantitative) knowledge available (possibly including
signals, precursors, near misses, warnings etc.)?

How can we describe and represent the results of risk assessment in a way useful to decision
makers, which clearly presents the assumptions made and their justification with respect to the
knowledge which the assessment is based upon?



Other Issues cont.

How can we display risk information without misrepresenting what we know and do not know?

How can we accurately represent and account for uncertainties in a way to properly justify
confidence in the risk results?

How can we state how good are expert judgments and how can we improve them?

Can we structure methods/metrics (qualitative or quantitative) to effectively characterize
detectability/foreseeability/controllability of hazards?

How can we decide when one risk is larger than another?

How can we help communities better manage risks? How can we determine which information
would be most valuable for helping communities manage their risks?

How can we better account for and include heterogeneities of values in the definition of the
acceptability of risk?

Under which conditions can risk analysis enable a consensus to be reached on risk and, thus on
protective actions?

How do different risk management and governance structures in different countries affect the use,
role and controversy associated with science?

How do fairness considerations in the distribution of risks and benefits across society (nations,
groups, individuals) enter the picture?

In the analysis of near-misses, how should we structure the multi-dimensional space of causal
proximity among different scenarios in order to measure “how near is a miss to an actual
accident”?
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Topics addressed the coming
year

* Integrated risk management, enterprise
risk management (helhetlig risikostyring)

 Different aspects of foundations of risk
assessment and risk management:
— Risk assessment and science
— Black swans, deep uncertainties

— Alternative representations of uncertainties
than probability

— Climate change assessments and treatment
of uncertainties



