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Glossary of terms

• HRA – Human Reliability Assessment

• QRA – Quantitative Risk Assessment

• HFE – Human Failure Event

• HEP – Human Error Probability

• PSF – Performance Shaping Factor

• DP – Dynamic Positioning
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Why does QRA need HRA? -1

• Risk informed decision-making

• Problem definition;

– Drilling on shallow waters using Dynamic 
Positioning (DP)

– Avoid costs associated with mooring assistance

– How do we know this is safe (enough)?

– Uncertainties associated with critical DP operator 
actions
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Why does QRA need HRA? -2

• Quantitative Risk Assessment (QRA)

– Typically uses event trees to model system failures 
that could lead to a Major Accident Scenario

– Some differences in how human-initiated failures 
are represented in QRA

– Human Failure Events (HFEs) may be explicitly 
represented at the top level of the even tree, or 
may be implicit in other top level failures
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Why does QRA need HRA? -3

Figure from: Pedersen, R. N. (2015). QRA Techniques on Dynamic Positioning Systems During Drilling Operations in the Arctic: With Emphasis on the Dynamic Positioning 
Operator. University of Tromsø. 

HFE

Possible 
“hidden” 

human action
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The Petro-HRA project

• Established in 2012 as a joint industry/research project, sponsored 
by Statoil and the Research Council of Norway (RCN), with 
contribution from DNV-GL

• The main goal was to evaluate and adapt an existing nuclear HRA 
method to a petroleum context
– The Standardized Plant Analysis Risk-Human Reliability Analysis  

(SPAR-H) method was originally developed for analysis of human 
actions in a nuclear control room

– The SPAR-H method has been used quite extensively in the US for 
human reliability analysis in the nuclear industry

– The SPAR-H method was chosen for the Petro-HRA project based on a 
previous study which concluded that it was the most promising for 
evaluating petroleum events

• The Petro-HRA guideline will be completed by end of 2016.
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Development of the Petro-HRA method

• Much of the focus was on:

– Evaluating and adapting SPAR-H nominal values and PSF descriptions 
& levels, to make them more suitable for petroleum activities & tasks

– Documenting the qualitative analysis process, including task and error 
analysis, to make Petro-HRA a “complete” method

• Many HRA methods do not describe how to do qualitative analysis

– Causes uncertainty amongst less experienced analysts

– Increases variability between analysts in their approach and results

• The Petro-HRA method includes guidance on qualitative analysis, 
therefore is considered a “complete” method
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SPAR-H and Petro-HRA: key differences -1

SPAR-H method Petro-HRA method

Nominal Human Error Probability (HEP)

• Nominal HEP = 0.01 for diagnosis tasks and 
0.001 for action tasks

• Nominal HEP is set at 0.01

• Analyst must decide whether the task is a 
diagnosis or action task (or both)

• No separation between diagnosis (cognition) and 
action tasks because there are no tasks in 
petroleum that are purely diagnosis or action

Performance Shaping Factors (PSFs) (and descriptions)

• Available time
• Stress and stressors
• Experience and training
• Complexity
• Ergonomics (including HMI)
• Procedures
• Fitness for duty
• Work processes

• Time
• Threat stress
• Task complexity
• Experience/Training
• Procedures
• Human-Machine Interface (HMI)
• Adequacy of Organization
• Teamwork
• Physical working environment
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SPAR-H and Petro-HRA: key differences -2

SPAR-H method Petro-HRA method

PSF Levels and Multipliers
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The Petro-HRA method

• 7 steps in the method
• Non-linear – iteration 

between & within steps
• May include inputs from 

the QRA in the form of a 
HFE, HEP and/or scenario 
information

• Outputs an updated HEP 
to the QRA

• Outputs 
recommendations for 
improvement measures 
to the installation itself
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Step 1 - Define the scenario
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Scenario definitionQRA

Scenario description

Initial meetings

Document review

QRA kick-off meeting

General HAZID meeting

HRA kick-off meeting

Scenario meeting

QRA reports

Operating manuals / procedures

Previous analyses (HRA, HF, Safety, etc.)

HAZID / HAZOP reports

Incident / Event reports

Operational experience reports



Example: loss of position of a drill rig

• Position of the rig above the 
wellhead is maintained 
autonomously by Dynamic 
Positioning (DP) through the 
action of a set of thrusters

• A Dynamic Positioning 
Operator (DPO) located in the 
Marine Control Room (MCR) is 
responsible for constant 
monitoring of DP panels and 
screens and carrying out 
emergency procedures if 
needed

• In a drive-off scenario, the 
DPO must stop the thrusters 
and initiate emergency 
disconnection of the rig from 
the wellhead

Semi-submersible Drilling Unit

Wellhead

Riser angle

Offset position
limits

Physical
limit

Thrusters Thrusters

BOP

LMRP
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Input to scenario definition from QRA

Figure from: Pedersen, R. N. (2015). QRA Techniques on Dynamic Positioning Systems During Drilling Operations in the Arctic: With Emphasis on the Dynamic Positioning 
Operator. University of Tromsø. 

High level 
Human Failure 

Event (HFE)
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The Petro-HRA scenario description template

Semi-submersible Drilling Unit

Wellhead

Riser angle

Offset position
limits

Physical
limit

Thrusters Thrusters

BOP

LMRP
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Step 2 - Collect qualitative data
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Qualitative data 
collection

Scenario 
description

Detailed task information

Scenario walk/talk 
through

Task/training 
observations

Interviews/Discussions 
with operators

Sequence of events & tasks

Timeline of events & tasks

Possible errors that could occur

Consequences of errors

Performance Shaping Factors



Collecting qualitative data
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Scenario talk-through / 
walk-through

• This should be one of the 
first activities in the data 
collection

• Gain a detailed 
understanding of how the 
operator would respond in 
the scenario

• Understand local contexts 
and constraints that could 
affect operator response

Observations of Task 
Performance / Training

• Understand how the 
operators work and interact 
with each other and the I&C 
systems around them

• Observe normal working 
conditions to collect general 
qualitative data

• Observe training exercise to 
collect scenario-specific 
qualitative data

Interviews / Discussions 
with Operators

• Most commonly used data 
collection technique

• Should always interview 
more than one operators to 
ensure a more balanced 
view

• Also consider interviewing 
shift managers, trainers, site 
QRA analyst/end user, HSE 
advisor, etc. 



Identify deviation scenarios

• Deviations to the main scenario might also exist, and 
should be considered for analysis

– [A deviation is] a scenario that deviates from the nominal 
conditions normally assumed for the QRA sequence of 
interest, which might cause problems or lead to 
misunderstandings for the operating crews (adapted from Forester 
et al., 2007)

– Deviations from what is generally expected, if sufficiently 
different, can cause serious mismatches between the 
actual situation and the operators expectations, their 
performance aids, their usual approach to implementing 
procedures, and so forth (from Forester et al., 2007)
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Step 3 - Develop the task analysis
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Task Analysis

Scenario 
description

Qualitative 
information

Detailed task 
descriptions

Hierarchical Task Analysis

Tabular Task 
Analysis

Timeline Analysis



Hierarchical Task Analysis (HTA) example
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Tabular Task Analysis (TTA) example
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Conducting a timeline analysis

• Time is often a critical factor in petroleum events; 
operators often have only minutes, or even seconds, to 
respond and intervene to control and mitigate the 
consequences of an event.

• Operators and other SMEs can give good insights into the 
time required to complete tasks, which tasks can be 
performed in parallel, where time pressure might exist, etc.
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Step 4 - Identify and describe errors
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Human Error 
Identification

Updated TTA

Identify errors

Identify consequences

Task Analysis

Identify recovery 
opportunities

Identify PSFs

Analyst judgment

Error taxonomy

Petro-HRA PSF descriptions

Discussions with Subject Matter Experts



Human Error Identification example
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Identify Performance Shaping Factors (PSFs)

• The Petro-HRA method quantifies 
errors by considering the effects 
of PSFs

• Therefore the analyst must also 
consider what PSFs exist that may 
contribute to the identified errors 
by considering “what if…?”, e.g.

– Is time a factor for the error 
potential in this task?

– Could the quality of 
procedures affect the 
potential errors in this task?

• The Petro-HRA method 
includes nine PSFs:
1. Time

2. Threat Stress

3. Task Complexity

4. Experience / Training

5. Procedures

6. Human-Machine Interface

7. Adequacy of Organization

8. Teamwork

9. Physical Working 
Environment
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Step 5 – Human error modelling
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Human Error Modelling

Human Error Model

Develop Event Tree

Develop Fault Tree

Task Analysis

Human Error 
Identification



Human Error Modeling for Petro-HRA

• Event trees most commonly used in QRA, and 
therefore it is the recommended approach for 
Petro-HRA

– Event trees provide a good high-level description 
of the post-initiating event scenario

– It may be easier to integrate the results into the 
QRA event tree if a similar format is used
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Event Tree model example
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Event Tree table example

29



Step 6 – Human error quantification
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Human Error 
Quantification

Human Error Probability

Evaluate PSFs

Evaluate PSF levels

Task Analysis

Human Error 
Identification

Human Error 
Model

Calculate HEP

QRA



Petro-HRA PSF sheet

• One for each event

• Select multipliers

• Document justification

• Identify ‘performance drivers’

• Avoid ‘double counting’

• Calculate HEP for event (see 
next slide)

• The example is fictional and 
only for illustration purposes
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How to calculate Human Error Probabilities (HEPs)

0.01 
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Quantify HEP for overall HFE

Nominal HEP x PSF Level = HEP

0.01 x 5 x 5 x 0.5 = 0.125

Experience / training 
(low negative)

Procedures 
(low negative)

Human-machine 
interface 

(low positive)

Update the PSF sheet with the calculation and HEP
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Update the human error event tree
Calculate the HEP for each PSF sheet and update the event tree
Do this for each event in the event tree model

Success : 
HEP = 
0.743

Failure : 
HEP = 
0.257

0.95

0.95

0.875

0.95

0.99

0.01

0.125

0.05

0.05

0.05

0.7427

0.0391

0.0411

0.0433

0.1238

0.0100

The example is fictional and only for illustration purposes

Yes

No
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Deciding the level of quantification

• Similar issues to task analysis decomposition

– If at a too high level, then the quantification may be 
overly simplistic, not capturing important nuances or 
the influence and impact of particular task steps on 
human performance

– If at too low a level, then the quantification may 
become too detailed, resulting in an overly 
conservative HEP

• There is no “rule of thumb” for the level at which 
to quantify; there are pros and cons with each
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Step 7 – Human error reduction
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Human Error Reduction

Recommendations for 
improvement

Impact assessment

Error reduction analysis

Task Analysis

Human Error 
Quantification

Installation

HRA documentation
QRA 

(Appendices)



Impact assessment

• Integration of HEP into overall risk model 

• Consideration of impact assessment criteria

– Risk acceptance criteria 

– Size of HEP value(s), >0.1 

– Degree of HEP uncertainty 

– Severe QRA end states 

• Assessment of HEP contribution 
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Integrate results into QRA

Final probabilities 
from the human error 
event tree can now 
be integrated into the 
QRA event tree
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Error reduction analysis

• Select events for risk reduction

• Re-visit performance shaping factors

• Develop ERMs targeting specific human errors

• Develop ERSs targeting overall task 
performance

• Recalculate HEPs based on updated PSF 
justifications
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Select events for risk reduction
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Re-visit performance shaping factors

• Purpose is to demonstrate risk reduction

– Establish traceability between the PSF evaluations, 
calculated HEPs and suggested ERMs and/or ERSs 

• Re-check which PSFs are performance drivers

• Error Reduction Measures (ERM) and Error 
Reduction Strategies (ERS) can target 
(reinforcing) positive PSFs as well as targeting 
(improving) the negative PSFs
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Develop ERM & ERS

• Error mechanism prevention 

• Error pathway blocking 

• Error recovery enhancement 

• Error consequence reduction 

• Overall task re-design 

• Overall PSF improvement 

ERM

ERS
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Developing ERM & ERS - example

Loss of position (drive off) scenario – main performance drivers

Time

Problem: The whole scenario takes place in 
under 2 minutes but cannot “create” more 
time without redesigning the entire rig.
Long-term ERS: Provide feedback to engineers 
& designers for future installation builds.

HMI

Problem: Non-optimal design & layout of the 
workstation – esp. thruster shutdown.
Intermediate ERM: Add a single emergency 
stop button to shutdown all thrusters at the 
same time.
Long-term ERS: Provide feedback to engineers 
& designers for future installation builds.

Training

Problem: DPOs receive no continuous training 
on hos to respond to a drive off event.
Intermediate ERM: DPOs should receive 
simulator training at least X times per year .
Short-term ERM: DPOs should receive onsite 
training (desktop exercises) at least X/year

Procedures

Problem: No procedure detailing the 
appropriate order of response actions in a 
drive off scenario.
Short-term ERM: Develop an appropriate 
operating procedure to clarify the required 
response actions (reinforced by training).
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Update HRA/QRA model

HRA

• Document justifications (Petro-HRA sheet)

• Re-calculate HEPs for each event and model

QRA

• Integrate HFE HEP in QRA model

• Re-calculate QRA to check for effects
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Document the HRA

• All analysis outputs; ensure traceability

– Scenario description

– PSF assessment

– Task and timeline analysis

– Human error identification

– Human error model, incl. summary table

– Human error quantification, incl Petro-HRA sheets

– Impact assessment and error reduction analysis
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Thank you!

Sondre Øie (Sondre.Oie@dnvgl.com)

Claire Taylor (Claire.Taylor@ife.no)




