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Glossary of terms

e HRA — Human Reliability Assessment
e QRA — Quantitative Risk Assessment
e HFE — Human Failure Event

* HEP — Human Error Probability
* PSF - Performance Shaping Factor
* DP — Dynamic Positioning
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Why does QRA need HRA? -1

* Risk informed decision-making
* Problem definition;

— Drilling on shallow waters using Dynamic
Positioning (DP)

— Avoid costs associated with mooring assistance
— How do we know this is safe (enough)?

— Uncertainties associated with critical DP operator
actions
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Why does QRA need HRA? -2

e Quantitative Risk Assessment (QRA)

— Typically uses event trees to model system failures
that could lead to a Major Accident Scenario

— Some differences in how human-initiated failures
are represented in QRA

— Human Failure Events (HFEs) may be explicitly
represented at the top level of the even tree, or
may be implicit in other top level failures
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Why does QRA need HRA? -3

Loss of Hydrocarbons MODU | EQD BOP shears Connector | Riseris  BOP End End event pyent
position under fails to | successfully | pipe does not torn off doesnot event frequency/ |p
pressure in recover | actuated by | unsuccessfully |release riser seal year
well DPO
Yes
/ Yes 0.400  leakegeofdrilins mud _ 5.16x10% _ 112
H F E 0.600 0,600 Mo HC release, leakage
< No ofdrillingmud _ _ _ _ 474x10° _ 12a
0.100 Yes :
0.400 0.002 Hereleasetopside  105410% 13
No 10998
No MNo HC release 526<10%  1.4a
1 Yes
POSSIble Yes Yas 0.400  leaksge of drilling mud _ 2.84x10°  11b
U / 0.784 0.600 0.600 No HC release, leakage
hidden Yes No of drillingmud _ _ _ _ 427x10% _ 12b
. 0.100 Yes i
human action 0.400 0.006 EC_FEI_E a_se_tofsfe_ _ . 284x10°  13b
0.300 No 0.994
No No oferEese  a7naot 1a
Yes Yes
0.700 0.900 0.006 __ ________ 6.40x10° 15
No 0.994
-NO—ND HC release 106%102  1.4c
Yes
Yes Yes 0.400  leakege of drilling mud _ B7L10%  11c
0.400 0.600 10.600  NoHCrelease, leakage .
0.216 No ofdrilingmud _ _ _ _ 131107 12c
Event Mo
0.400
frequency N Mo HC release 1.45=10°% 1 .ad
0.06/year 0.300 @
No NoHCrelease ~  7.20<10° 14e
El'gﬂﬂ No HC release 3 E=1012 1.af

Figure from: Pedersen, R. N. (2015). QRA Techniques on Dynamic Positioning Systems During Drilling Operations in the Arctic: With Emphasis on the Dynamic Positioning
Operator. University of Tromsg.
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The Petro-HRA project

» Established in 2012 as a joint industry/research project, sponsored
by Statoil and the Research Council of Norway (RCN), with
contribution from DNV-GL

 The main goal was to evaluate and adapt an existing nuclear HRA
method to a petroleum context

— The Standardized Plant Analysis Risk-Human Reliability Analysis
(SPAR-H) method was originally developed for analysis of human
actions in a nuclear control room

— The SPAR-H method has been used quite extensively in the US for
human reliability analysis in the nuclear industry

— The SPAR-H method was chosen for the Petro-HRA project based on a
previous study which concluded that it was the most promising for
evaluating petroleum events

e The Petro-HRA guideline will be completed by end of 2016.
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Development of the Petro-HRA method

e  Much of the focus was on:

— Evaluating and adapting SPAR-H nominal values and PSF descriptions
& levels, to make them more suitable for petroleum activities & tasks

— Documenting the qualitative analysis process, including task and error
analysis, to make Petro-HRA a “complete” method

 Many HRA methods do not describe how to do qualitative analysis
— Causes uncertainty amongst less experienced analysts
— Increases variability between analysts in their approach and results

* The Petro-HRA method includes guidance on qualitative analysis,
therefore is considered a “complete” method
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SPAR-H and Petro-HRA: key differences -1

SPAR-H method Petro-HRA method

Nominal Human Error Probability (HEP)

* Nominal HEP = 0.01 for diagnosis tasksand | * Nominal HEP is set at 0.01
0.001 for action tasks

* Analyst must decide whether the task is a * No separation between diagnosis (cognition) and
diagnosis or action task (or both) action tasks because there are no tasks in
petroleum that are purely diagnosis or action

Performance Shaping Factors (PSFs) (and descriptions)

* Available time * Time
* Stress and stressors * Threat stress
* Experience and training e Task complexity
* Complexity * Experience/Training
e Ergonomics (including HMI) * Procedures
* Procedures *  Human-Machine Interface (HMI)
e Fitness for duty * Adequacy of Organization
* Work processes  Teamwork
* Physical working environment
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= f PSFs PSF levels Multiplier
PSFs PSF Levels Multiplier for Available time Extremely high negative | HEP=1
D|ag nDEi s Very high negative 50
’ A o k Moderate negative 10 2
Nominal 1 -
Available Apadequate time Pifailure) = Lol ] \ [ ‘ Moderate positive 01
Time Barely adequate time (=2/3 xnominal) 10 Cl Not applicable 1
Mominal time 1 ] Threat stress High negative 25
Extra time {between 1 and 2 x nominal and > 0.1 O Low negative 5
than 30 minJ Very low negative 2
s n s . Nominal 1
: . 2 =
. !:.}?P?.W._‘t‘? .f.{!f.!?-. (=2 ": nominal and > 30 minj | 0.01 LJ Not applicable 1
Insufficient information ] D__ Task complexity Very high negative 50
Stress/ Extreme 5 ] Moderate negative 10
Stressors 2 ] Very low negative 2
1 Nominal 1
1 E Moderate positive 01
- - e Not applicable 1
Complexity nghl}" mmp]ex 5 D Experiencetraining Extremely high negative HEP=1
Moderately complex 2 O Very high negative 50
Mominal 1 [l Moderate negative 15
Obvious diagnosis 0.1 ] :’“" f‘egla"”e i
e smsrrmsrsrsresrsrrrsa s omina
S Insufficient Information 1 D__ Moderate positive o1
Experience/ (Low 10 [l Not applicable 1
Training MNominal 1 [l Procedures Very high negative 50
Hgh 0.5 | High negative 20
Insufficient Information 1 ] :’“" f‘egla"”e i
- — 1 lomina
Procedures Not available 50 D Low positive 05
20 D Not applicable 1
5 D Human-machine interface Extremely high negative HEP=1
1 |:| Very high negative 50
n.s D Moderate negative 10
Insufficient Information 1 ] Nominal 1
- - — - - — Low positive 0.5
Ergonomics! | Missing/Misleading 50 ] Not applicable 1
HMI B Pﬁﬂ‘f _______________________________________________ 10 I:l Adequacy of erganization Very high negative 50
Nomimal 1 L] Moderate negative 10
Good n.s |:| Nominal 1
Insufficient Information 1 ] LOW positive 93
- - — Not applicable 1
Fitness for Uﬂﬁ.[ ....... e r [f.’!]].'IJIE:I - ]'UD Teamwork Very high negative 50
Dty Degraded Fitness 5 | Moderate negative 10
Nominal 1 | Very low negative 2
1 D Nominal 1
— | Low positive 0.5
;vmk 2 E Not applicable 1
TOCesses 1 Physical working Extremely high negative HEP=1
0.8 D environment Moderate negative 10
Insufficient Information 1 C Nominal 1
Not applicable 1
. { —
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The Petro-HRA method

Inputs/Outputs The Petro-HRA Method

HFE
QRA |4—’| 1. Scenario definition <« o« 7 steps in the method
v ) : . .
’ ® - -_—
2. Qualitative data collection € Non-linear — iteration

' between & within steps
l ;¢ May include inputs from
> 3. Task analysis "4 the QRA in the form of a
; 3 HFE, HEP and/or scenario
“~4 4. Human error identification <, information
v 1« Outputs an updated HEP
5. Human error modeling [~ | to the QRA
/* Outputs
HEP ¥ / recommendations for
QRA |17 6. Human error quantification irilcr;)roverenedn?ctrgleZSSres
to the installation itself
Rec'’s ¥
Installation |17 7. Human error reduction
e A NTNU - Trondheim &
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Step 1 - Define the scenario

QRA kick-off meeting

_~ General HAZID meeting
|nitia| meetings —— HRA kick-off meeting
¢ T~ Scenario meeting
. QRA reports
DOCU ment review Operating manuals / procedures

Previous analyses (HRA, HF, Safety, etc.)

/
RN
HAZID / HAZOP reports
v \\

Incident / Event reports
Scenario description

Operational experience reports
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Example: loss of position of a drill rig

e Position of the rig above the
/ \ wellhead is maintained
autonomously by Dynamic
Semi-submersi;leDriIIingUnit POSItIOﬂIﬂg (DP) through the
= action of a set of thrusters
|_Ih_t._| / |_Ih_t._| * A Dynamic Positioning
physical  Offset postion - | T , Operator (DPO) located in the
e "m'ts--::l:: e e Marine Control Room (MCR) is

responsible for constant
monitoring of DP panels and
screens and carrying out
emergency procedures if

needed
TLmre * |n a drive-off scenario, the
Joor DPO must stop the thrusters
Wellhead and initiate emergency

disconnection of the rig from
the wellhead

NTNU - Trondheim
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Input to scenario definition from QRA

Loss of Hydrocarbons MODU | EQD BOP shears Connector  Riseris  BOP End Endevent Eyent
position under fails to | successfully | pipe does not torn off doesnot event frequency/ 1p
pressure in recover | actuated by |unsuccessfully release riser seal year
well DPO
NYes
/ Yes 0.400  leakage of drilling mud _ 3165107 _ 115
H 0.600 lo.g00 Mo HC release, leakage
H Igh level Yes No ofdrilingmud _ _ _ _ 474x10%7 123
; 0.100 Yes -
Human Failure g Jopos —HCrelemsetopside ypoaps g,
No 10998
Event (H FE) No Mo HC release 526x10° 143
Yes
Yes Yes 0.400  leaksgeofdrilling mud _ 28410% _ 11b
0.600 10.600 Mo HC release, leakage
Yes No of drilingmud _ _ _ _ 427x10% _12b
0.100 Yes |
0400 0006 [CEEERSE | asadot 13
0.900 No 0.954
No No B/ L
Yes Yes
0.700 0.500 0006 _ _ __ ______ 640<10° 15
No 0.994
No et 1000t 1
Yes
Yes Yes 0400 leaksgeofdrilinemud _ BILAOY  Lic
0.400 0.600 l0.600 Mo HCrelease, leakage s
R No of drilling mud 1.31=107  1.2c
Event No -t - - - - - -0 T0-0T007
0.400
frequency N No HC release 1.45=10°  1.ad
0.06/year 0.300 °
No NoHCrelesse _ _ _720x107 14e
El'gcu Mo HC release 3.6x107? 1.4f

Figure from: Pedersen, R. N. (2015). QRA Techniques on Dynamic Positioning Systems During Drilling Operations in the Arctic: With Emphasis on the Dynamic Positioning
Operator. University of Tromsg.
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The Petro-HRA scenario description template

Topic

Description

Comments

Initiating event

An undefined DP failure initiates the drive-off.

All thrusters pointing aft — giving forward thrust. Thrusters
are at zero revolution giving zero forward thrust at the
starting point. Error in the DP control initiates the thrusters
to accelerate up to full forward thrust: & thrusters running

in calm water.

It is not important to define the actual cause (i.e.
failure mode) of the drive-off. This is because the
response pattern and required actions will more or less
be the same.

For more than & thrusters, calculations show that the
scenarie duration reported below is too long and the
automatic EDS will activate before the DPO activates
the manual EDS.

Intermediate events

Operator:

+  Detect drive-off

+ [Diagnose the situation
+ [Decide the next steps

+ Activate emergency thruster stop (bringing the rig into
a drift-off)

*+ Activate the Red Alert and EDS

It is assumed that DPO activates the emergency stop of
the thrusters. This is done to save time and reduce
possible damages to the well-head. The rig will still b=
drifting off position, but at a lower speed.

From the DP manual

"In @ Drive-Off event, stop thrusters, Initiate Red Alert
and enable EDS immediately.”

DPO2 may notify the driller.

End of evant sequence
(successful)

Succassful manual shutdown of the thrusters followed by
mianual activation of the EDS results in a timely and safe
dizconnection of{the LMRP from the BOP.

There is no direct feedback in the system for successful
dizsconnection. Howawver CCTV images from the ROV and
Moon Pool camera may show if tha LMRP is
disconnacted and whether there is tension on the risar

(i.2. slip joint is moving).

End of event saquancs

For this scenario the Automatic EDS is enabled with a

safety margin to prevent damage to the well and rig. As

PetroHRA I
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Step 2 - Collect qualitative data

Scenario
description

Qualitative data
collection

Scenario walk/talk

through

+ Sequence of events & tasks

T k/t .. / Timeline of events & tasks
rainin

as a . g Possible errors that could occur
observations
Consequences of errors

+ Performance Shaping Factors

Interviews/Discussions
with operators

\ 4

Detailed task information

> ~0
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Collecting qualitative data

/Scenario talk-through /\

walk-through

¢ This should be one of the
first activities in the data
collection

*  Gain a detailed
understanding of how the
operator would respond in
the scenario

* Understand local contexts

and constraints that could
affect operator response /

PetroHRA

( The Research Council
A of Norwa_y

A

/Observations of Task\

\

Performance / Training

Understand how the
operators work and interact
with each other and the 1&C
systems around them
Observe normal working
conditions to collect general
gualitative data

Observe training exercise to

collect scenario-specific
gualitative data /

',’\"A'é'Statoil IFQ

mterviews / Discussionﬁ

NTNU - Trondheim
Norwegian University of
Science and Technology

\

with Operators

Most commonly used data
collection technique

Should always interview
more than one operators to
ensure a more balanced
view

Also consider interviewing
shift managers, trainers, site

QRA analyst/end user, HSE
advisor, etc. /

DNV:GL

@ SINTEF m
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ldentify deviation scenarios

* Deviations to the main scenario might also exist, and
should be considered for analysis

— [A deviation is] a scenario that deviates from the nominal
conditions normally assumed for the QRA sequence of
interest, which might cause problems or lead to

misunderstandings for the operating crews (adapted from Forester
etal., 2007)

— Deviations from what is generally expected, if sufficiently
different, can cause serious mismatches between the
actual situation and the operators expectations, their
performance aids, their usual approach to implementing
procedures, and so forth (from Forester et al., 2007)
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Step 3 - Develop the task analysis

Scenario
description
>
Qualitative
information

Hierarchical Task Analysis

v
Tabular Task
Analysis
2
Timeline Analysis

!

Detailed task
descriptions

NTNU - Trondheim m
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Hierarchical Task Analysis (HTA) example

[ Do 1.1 to 1.5 in order, or any one ]

[
¥y

,-'_,e" Hear increased thruster force (approx. at 50%)
6-;:-"f Detect thruster force increase on HMI (yellow alarm at 60%)
¢ f Detect startup of standby generators &
’_{ Detect loss of position ](- Detect high force thruster alarm (red alarm at 80%)
E - Visual
Detect position alarm S
Audible
[ Do 2.1, then to 2.2 to 2.4 in any order ]
( . ) 4 _
Do 1 to 4 in order x:, Switch status to yellow status 5
A - c:.r
. [z Check bearing and riser angle @
4{ Diagnose drive-off event 5 }( Check rig speed
Prevent damage to wellhead/BOP Check position offset
in a (fast) drive-off scenario
Do 3.1, then 3.2 and 3.3 in any order
1
I/
I Confirm drive-off event
I ) L . Decide activate emergency stop of thrusters
4{ Decide on mitigating actions B [C
Decide to emergency disconnect the marine riser
Press emergency stop button for each thruster
Stop acceleration of the rig E C—)r
| Caonfirm that all thrusters have stopped
Switch status to red alert

Enable push-button

Ll

. e H =
4{ Initiate emergency disconnect sequence B ]( Press emergency disconnect buttons O
Canfirm activation
\ Inform drill floor about the emergency disconnect @

[ Do 4.1 to 4.4 in order, with 4.3 and 4.4 having lowest priority ]

" N NTNU - Trondheim Fi
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Tabular Task Analysis (TTA) example

Table 10.1 TTA for the task "Diagnose drive-off event”

Step No Task Cue Feedback HMI Responsible | Assumptions Notes
2 DIAGMNOSE DRIVE-OFF EVENT
PLAN 2 DO 2.1 to 2.3 in any order, then DO 2.4
One or several
loss of position
indicators
detected as part
?rfot:tsﬁkseflip 1.0- The DPO on duty Automatic EDS initiates when the riser
increase in Noticeable monitors parameters angle exceeds 2°. To be successful
21 Check riser angle thruster sound. increase in riser DPOS | DPO 1 contlnuously.thro[_lgh the | (safe) the dl_socnnnectmn must occur
angle displayed watch and will quickly before the riser angle exceeds 8°.
In addition, in degrees. notice deviation in trends
previous task and values.
steps in 2.0 will
be cues for
subsequent
diagnosis steps.
MNoticeable K
20 Check rig speed Same as for task increase [n speed Pos - | DPO 1 Same as for task step
step 2.1. on HMI displayed 2.1.
. DPOS.
in knots.
Noticeable It could take up to 5 seconds from the
position offset on K- falme as for task step thrusters starting up before he will see
23 Check position Same as for task HMI displayed in Pos — DPO 1 - any change in rig position on the HMI.
- offset step 2.1. meters and with The DPO would therefore have to check
. - DPOS. . .
a rig position the position offset a few times to be
diagram. sure that a drive-off is occurring.
| . NTNU - Trondheim -
» - —
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Conducting a timeline analysis

Alarm or cue Point of
for response no return

Available time / Process safety time

e = = e e e e e e e o e o e e e e e e e e o o o -]

Required time

I
1 Monitor Detect Diagnose Decide Act
L

 Time is often a critical factor in petroleum events;
operators often have only minutes, or even seconds, to
respond and intervene to control and mitigate the
consequences of an event.

* QOperators and other SMEs can give good insights into the
time required to complete tasks, which tasks can be
performed in parallel, where time pressure might exist, etc.
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Step 4 - Identify and describe errors

Task Analysis

w

'PetroHRA D&V

Human Error
Identification

Identify errors
v
Identify consequences
v
Identify recovery
opportunities

— Analyst judgment
— Error taxonomy

I

> Discussions with Subject Matter Experts

\/

\ 4
|dent|fy PSFs Petro-HRA PSF descriptions
v
Updated TTA
NTNU - Trondheim 5
“statoi |F2 (€ Sy ——— @swrer ML
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Human Error Identification example

Table 10.3 Human error identification for the task "Diagnose drive-off event”

Further PSFEs

Step No Description Potential error Likely consequences Recovery opportunity amalysis

DIAGNOSE DRIVE-OFF
EVENT

DO 2.1 to 2.3 in any order,
then DO 2.4

2

PLAN 2

DPO has an incomplete
awareness of drive-off
situation and must rely only
DPO omits to check riser | on information about rig Additional checks in Steps
angle speed and position offset. 22and 23
This may cause delay or
omission of thruster stop
and EDS activation.
DPO may experience less
DPO misreads / urgency something which in
misdiagnoses riser angle | turn may delay subsequent | Additional checks in Steps v
. degrees (being less than required actions, i.e. 22and 23
21 Check riser angle actual) thruster stop and EDS
activation.
DPO has less time available
to check other loss of
position indicators. DPO has
an incomplete awareness of
drive-off situation and must
rely on checking rig speed
and position offset alone.
This may cause delay or
omission of thruster stop
and EDS activation.

DPO checks riser angle too
late/ or spends too much
time checking

Mo recovery Y

1A NTNU - Trondheim S
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|dentify Performance Shaping Factors (PSFs)

 The Petro-HRA method quantifies | ° The Petro-HRA method

errors by considering the effects includes nine PSFs:
of PSFs 1. Time
* Therefore the analyst must also 2. Threat Stress
consigler what PSIfs exist.that may 3. Task Complexity
contribute to the identified errors , o
by considering “what if...?", e.g. 4. Experience / Training
— Is time a factor for the error 5. Procedures
potential in this task? 6. Human-Machine Interface
— Could the quality of 7. Adequacy of Organization
procedures dffect the 8. Teamwork
potential errors in this task? 9. Physical Working

Environment
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Step 5 — Human error modelling

Task Analysis

Human Error
Identification

Human Error Modelling

Develop Event Tree

v

Develop Fault Tree

|

v

Human Error Model

o - Trondheim
" QA C “ l F Norwegian University of
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Human Error Modeling for Petro-HRA

* Event trees most commonly used in QRA, and
therefore it is the recommended approach for
Petro-HRA

— Event trees provide a good high-level description
of the post-initiating event scenario

— It may be easier to integrate the results into the
QRA event tree if a similar format is used

NTNU - Trondheim
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Event Tree model example

Drive-off DPO detects OPO diagnose DPO decides to DPO stops all DPO activates Final outcome /
abnormalities situation as a disconnect rig running emergency
QCCUrs N end state
in rig behaviour drive-off from well thrusters disconnect seq.
Yes
Success
Yes
Yes Ne
End state 5
Yes Mo
End state 4
Yes No
End state 3
No
End state 2
No
End state 1
"y 2 —e
Y pEtr HRA i NTNU - Trondheim [
Norwegian University of SINTEF
Science and Technology DNV:GL @ dha National Laborotory
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Event Tree table example

Table 10.5 Operator action event tree table for a drive-off scenario
ID | Event Failure Event Potential errors (from HEI) HEF | Final outcome/End state
] Dirive-off oocurs. Initiating event: A drive-off cocurs | MIA MN/A MIA
duse to DP failure.
1 DPO detects OP Failure to detect OP DPO does not hear sound of 0.x The Automatic EDS is activated
abnormalities. abnormalities. thrusters imcreasing (or too late). according to the offset position
limit defined in the W3OC.
Ref. Task 1.0 The drive-off is not detected or DFO does not detect increase in
detected too late by the DPO, thruster force on HMI. Cue to the speed of the rig the
making him or her unaware of the riser angle may be too sieep for
drive-off being initiated. DPFO does not hear sound of the disconneciion to be
thrusters imncreasing. succassiul
DPO does mot detect increase in Damage or breakage of
thrusters force on HML. eguipment, with potential
envircnmental impact (e.g. spill
of mud).
2 DPO diagnose Failure to diagnose drive-off. DPO does not diagnose that thisis | 0= See D 1 (abowe).
situation as drive-off. a drive-off event.
The DPO does not realize that
Ref. Task 2.0 the abnormalities indicate a drive- | See additional associated human
off (as described in the scenaro emors marked (¥} in the HEI, Table
description). For example, he or 11.3.
she fails to recognize the type of
event or its severity.
3 DPO decides to Failure to decide on comect DPO does not realise that thrusters | 0.2 See D1 (above).
disconnect rig from mitigating actions. should be stopped first before
well initiating EDS.
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The Research Council ~ g 3 l Fo Norsrasian Univessity of —— I.
‘ pEtrG H &A ofNorway 1‘ S[a[()l' L9 S;en:giand Tec:nolzgy DNV-G @ SINTEF s

b Nlinnn

29



Step 6 — Human error quantification

Task Analysis
Human Error Human Error
Identification Quantification

Human Error

Model Evaluate PSFs

L 4
Evaluate PSF levels

v

Calculate HEP
\ 4

Human Error Probability ————» QRA
| QL NTNU - Trondheim S
A Sioay "™ 74" Statoil Fe B e e~ twar O SINTEF \ML
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Petro-HRA PSF sheet

Petro-HRA P SF summary worksheet
Flantiinstallation Mobile Offshore Drilling Unit [ Date [ 17.03.16
HFE IDicode 2.0

. HFE scenario Fastdrive-off
HFE description Failure to prevent wellhead dam. disconnecting from well
Failure to diagnose situation as drive-off

HFE sub-event

| Analysts Sondre @ie, Claire Taylor
HEF HEF=001x5x5x05=0125
P5F 1 | iation. i i
. . PSEs evels Multiplier FSLSIKFJISEtszltIatIon Specific reasons for selection of
. Avalable fime Extremely high REFP=1 While time 1= a crifical factor throughout the scenano, the

negative effect will not be significant until the final stopping of the
Vary high negative 50 thrusters and acfivstion ofthe EQD.
Moderate negstive 10
Mominal 1

Moderate postive 01

[] [] [] [
. DOCu e t uStIfICatIO Sy :
I I l I l I l Threaistress High negatve 25 Atthiz slage, when siaring torealze that theevent = in
J LCow negative L] i

fact s drive-off, the DPC is beginning to expenence some

Very low negatve z degree ofthreat stress. Howeverit is not consideredto
Fominal T have a significant effect on the performance of this event’
° l ° ’ Mot epplicabie i task step.
[ Te=k complexty Very igh negstive 50 The Tazk s relatively simple and only ncludessome |
. I d e nt I f e rfo r I I l a n Ce d r I Ve rS Moderate negstive 10 iterative chedks of 8 small number of parameters.
| Verylownegatve Z
| Tominal L
Moderate postive 0.1
ot applicable il
I l d , [ Experencefraining Exdremely high HEF=1 | The DFUs haves lotof generalraining in DF systems |
. negative and navigafion, a5 wellas some deskiop discussions and
WVery high nagstive 50 draw on experiences from previous events. Butthey do
Moderate negstive 15 not train spedfically on drive-off scenarios and how to
[ Townegstive 5 comectly diagnose whether ornotitis necessary to
Fominal T disconnect.
Moderate postive 0T
. ‘ I Mot applicable il
a C u a e O r eve n S e e Procadures Wery high nagstie 50 The operaling manusls contain some information about
High nagatve 20 which parametersdefine s drive-gff. howewer, this
[ Townegatve = informationis not akways clear and scattered acoss
[ Fominal T several documents.
L o =T
Low positive 0E
next slide e
Human-machine Extremely high HEP=1 The R fordiagnosing the drive-off parameters [rser
interface negative angle, position offset, fig speed) is easy-to-understand
[ Very high negative 50 and readily available in front of the DPO.
Moderate negstive 10
[ Mominal T
Low positive 0.5
Mot applicable 1
| Adequacy of Very ligh negative 50 Adequecy oforganzabon s noiconsdereda |
organizaton Woderaie negative 0 performance driverforthis event/task step.
[ Mominal L

Low positive 0.5

. . . ot applicable il
. e eXa I I l e I S I C I O n a a n Teamwork Wery high nagstive ] The eventiaskslepi= only camed outbythe DFC on
Moderate negstive 10 wateh. Itis standard procedure thatparoming the
Vary low negatve Z disconnection is the on-duty DPC:s responsibility.
only for illustration purposes

Tominal
Low positive
ot applicable
Extremely high & physical Working emaronment on T a5
environment negative scceptable and scoording to MORSOK standards.
Moderate negstive 10

Tominal T
ot applicable i

1 NTNU - Trondheim
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How to calculate Human Error Probabilities (HEPs)

Nominal HEP x PSFs with  PSF Levels HEP

0.01 Time Extremely High Negative

Threat Stress Very High Negative

Task Complexity High Negative
Experience/Training Moderate Negative

Procedures Low Negative

HMI No Effect
Adequacy of Organization Low Positive
Teamwork Moderate Postive

Physical Working
Environment

| | QL NTNU - Trondheim S
petr : HRA o 37' "";’S{ato“ lFe B Norwegian University of s (3) SINTEF \E'!L

Science and Technology DNV:GL Idoha Noficaa! Labosatory
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Quantify HEP for overall HFE

Petro-HRA PSF summary worksheet

Mohbile Offshore Drilling Unit [ Date [ 17.03.16

| Plantiinstallation

2.0

Fastdrive-off

Failure to di

Failure to prevent wellhead dam

disconnecting from well
situation as drive-off

Sondre Gis Claire Tavinr

HEF =0.01x5x5x0.5=0.125

P5Fs

T — = =
Multiplier Substantiation. Specific reasons for selection of

PSF level
Evailable ima Exdremely high REP=1 While Time 1= & crtical Tactor throughout the scenano, the
negative efiect will not be significant until the final stopping of the
Very high negstive 50 thrukters and activation ofthe EQD.
Moderaie ne I 0
Nominal 1
Toderaiz postve o
Mot applicable 1
[ Threatstress High negatve 25 ATThis stage,when staring torealize that theevertisin |
[ Tow negative 5 fact s drive-off\the DPO iz baginning to axpanence some
Very lownegatve 2 degree ofthreat'stress. Howeverit is not considered to
Mominal 1 have a significant &ffect on the performance of this event!
Motfapplicabie T task step.
[ Tazk complexity Very high negative 50 The tazk iz relatively simple and only iInCludes S0 me
oderaie negstve 10 iterative checks of 8 smiall number of parameters.
Very low negatve 7
Fominal T
Woderaie postve 01
Mot applicable 1
| Expenencatraining Exdremaly figh REF=1 The DFOs haves lol ofganersl taining in DF systems |
negative and navigation, sz well as some deskiop discussions and
Very high negative 50 draw on expenences from previous events. Butthey do
Moderate negstive 5 nottrain specfically on drive-off scengfos and how to
[ Tow negstve .1 comectly diasgnose whetherornotitis négessary to
Mominal 1 disconnect.
Woderale postve LS |
Mot applicable 1
| Frocedures. Very high negsative 50 The operaing manusls Gontain Some infomnatioy ano |
High negaive 70 which parametersdefine a drive-off. howewer, this,
[ Tow negstive -] informationiis not always clearand scattered scrosk,
Forminal T severaldocuments.
| Tow positive B3]
| Motapplicabie T
Human-machine Extremely high HEF=1 The HRTTor disgnosing the drive—off parameers [nser |
interface negative angle, position offset, rig speed) is easy-to-understand
Wery high negstive 50 and readily available in front of the DPO.
WModersie ne 10
Mominal 1
| Tow posiive 0.5
Mot applicable 1
["Adegquacy of Very high negative 50 ‘Adequacy oforganizabon is nolconsdesd 8
organization WModerate negstive 10 performance driver forthis event/task step.
Hominal L
Low posiive 0.5
| Wotapplicable i
Teamwork Very high negstive 50 The eventtaskstepis only camed out bythe DFCran
Moderate ne 10 watch. Itis standard procedure thatperforming the
Very lownegatve 2 disconnection is the on-duty DPOs responsibility.
Hominal T
| Tow posive UE
Motfapplicabie T
[ Physicalworking Extremely high HEP=1 The physcal working e iironment on 33
environment negative acceptable and according to MORSOK standards.
Moderaie ne 0
Fominal T
| Moispplicebe i

PetroHRA

»
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Update the human error event tree

Calculate the HEP for each PSF sheet and update the event tree
Do this for each event in the event tree model

D responsbil v

—

NORSOK standards.
No

Drive-off DPO detects DPO diagnose DPO decides to DPO staps all DPO activates inal outcome /
occurs abnarmalities situation as a disconnect rig running emergency end state
in rig behaviou drive-off from well thrusters disconnect seq.
0.9 0.7427
0.95
0.95 0.05 —
0.0391
0.875 0.05
0.0411
0.99 0.05 0.0433
Yes T
0.125 0.1238
0.01 0.0100

Success :
HEP =
0.743

Failure :
= HEP =
0.257

The example is fictional and only for illustration purposes
NTNU - Trondheim

Qs
ad

'PetroHRA !

" Statoil
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Norwegian University of
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Deciding the level of quantification

e Similar issues to task analysis decomposition

— If at a too high level, then the quantification may be
overly simplistic, not capturing important nuances or
the influence and impact of particular task steps on
human performance

— If at too low a level, then the quantification may
become too detailed, resulting in an overly
conservative HEP

* There is no “rule of thumb” for the level at which
to quantify; there are pros and cons with each

o .
: - NTNU - Trondheim
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Step 7 — Human error reduction

Task Analysis

Human Error
Quantification

> Human Error Reduction

Impact assessment

v

Error reduction analysis

l

Recommendations for
improvement

v

HRA documentation ——

—— ¥ Installation

QRA
(Appendices)

NTNU - Trondheim (‘EHL

Norwegian University of s———

Science and Technology DNV-GL @ SINTEE Idcho Notcnal Loboroey
36

| e Res unci '\\':l"
PetroHRA BT -tcul st | 25




Impact assessment

* |ntegration of HEP into overall risk model

* Consideration of impact assessment criteria
— Risk acceptance criteria
— Size of HEP value(s), >0.1
— Degree of HEP uncertainty
— Severe QRA end states

e Assessment of HEP contribution

. J - . ¥ -
w L NTNU - Trondheim \=~.‘¥
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Integrate results into QRA

Loss of Hydrocarbons MODU EQD BOP shears Connector  Riseris  BOP End End event pyent
position under failsto  successfully pipe does not torn off doesnot event frequency/ |p
pressure in recover actuated by unsuccessfully release riser seal year
well DPO
Yes
Yes 0.400 3.16=10*  11a
0.600
. e . YEE
Final probabilities T
0.400
from the human error No
event tree can now
. . Yes Yes : lea of drilling
be IntegratEd IntO the 0.784 0.600 10.600  NoHCrelease, leakage
Yes No of drilingmud _ _ _ _ 427x10% _12b
0.100 Yes :
QRA event tree 0.400 0.008 HC release topside 2.84%10°  13b
C.500 No lo.994
Ko No
Yes Yes
0.700 0.900 0.006
No lo.994
No
Yes
es Yoo 0.400 leq
0.400 0.600 10.600  NoHCrelease, leakage .
0.216 No ofdrilingmud _ _ _ _ 131107 _ 1.2c
Event Mo
0.400
frequency N Mo HC release 1.45x10° 144
0.06/year 0.300 @
: Mo HC release 7.20=10° {1 ae
o e
El'gﬂﬂ Mo HC release 3.6x10°? 1.4f

w

*'pEtl‘ JHRA . ofNoway A il lF'e B Norwegian Universty of ® SINTEF \EHL

Science and Technology DNV-GL Idoho National Labosotory
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Error reduction analysis

* Select events for risk reduction
* Re-visit performance shaping factors
* Develop ERMs targeting specific human errors

* Develop ERSs targeting overall task
oerformance

e Recalculate HEPs based on updated PSF
justifications

, —e
NTNU - Trondheim
W . The Research Council ~o & X ,\ ) : S g \I.
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Select events for risk reduction

Initiating event Event A Event B End state
HEP =0.99
Mo consequence/ HEP = 0.9801
HEP =0.99
Success T
HEP =0.01
Partial damage/ HEP = 0.0099
Failure
HEP = 0.01
Total damage/ HEP = 0.01

Figure 7.2 Event tree with example quantifications

For event trees, events are selected based on three combined considerations:

1) the HEP for each zingle event
2) the HEP for end states associated with each event sequence pathway
3) the seventy of end states for each event sequence pathway the events are part of

N _— ~9
p = _ o, NTNU - Trondheim §
PetroHRA Rvese 71" Statoil lFe flstasien Univerly o e ((3) SINTEF \IPH‘L
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Re-visit performance shaping factors

* Purpose is to demonstrate risk reduction

— Establish traceability between the PSF evaluations,
calculated HEPs and suggested ERMs and/or ERSs

* Re-check which PSFs are performance drivers

* Error Reduction Measures (ERM) and Error
Reduction Strategies (ERS) can target
(reinforcing) positive PSFs as well as targeting
(improving) the negative PSFs

: NTNU - Trondheim
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Develop ERM & ERS

—

* Error mechanism prevention
* Error pathway blocking

— ERM
* Error recovery enhancement
* Error consequence reduction |
e Overall task re-design |
. — E
* Overall PSF improvement RS

Science and Technology
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Developing ERM & ERS - example

Loss of position (drive off) scenario — main performance drivers

Time Training
Problem: The whole scenario takes place in Problem: DPOs receive no continuous training
under 2 minutes but cannot “create” more on hos to respond to a drive off event.
time without redesigning the entire rig. DPOs should receive
Long-term ERS: Provide feedback to engineers simulator training at least X times per year.
& designers for future installation builds. DPOs should receive onsite
training (desktop exercises) at least X/year
HMI
Problem: Non-optimal design & layout of the Procedures
workstation — esp. thruster shutdown. Problem: No procedure detailing the
Add a single emergency appropriate order of response actions in a
stop button to shutdown all thrusters at the drive off scenario.
same time. Develop an appropriate
Long-term ERS: Provide feedback to engineers operating procedure to c|arify the required
& designers for future installation builds. response actions (reinforced by training)_

‘ —e
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Update HRA/QRA model

HRA
 Document justifications (Petro-HRA sheet)
e Re-calculate HEPs for each event and model

QRA
* |Integrate HFE HEP in QRA model
e Re-calculate QRA to check for effects

. J - . ¥ -
w L NTNU - Trondheim \=~.‘¥
PetroHRA JOGT-REESIS Aemel 2ol O R oswrer INL
h___ g

Science and Technology



Document the HRA

e All analysis outputs; ensure traceability
— Scenario description
— PSF assessment
— Task and timeline analysis
— Human error identification
— Human error model, incl. summary table
— Human error quantification, incl Petro-HRA sheets

— Impact assessment and error reduction analysis

o .
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Thank you!

Sondre @ie (Sondre.Oie@dnvgl.com)
Claire Taylor (Claire.Taylor@ife.no)

PetroHRA B






